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IE7 A ERISEES VT, Do Bon 2 aBibn s, bR aAe s, 10 a3 7R Ak 15 i
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1. &% OpenSSL T H

B F B fE H oOpenssl L H >k 6 & 3F i kK . F # OpensSSL % % kR
http://slproweb.com/products/Win320penSSL.html ZZ%& OpenSSL F| C:\OpenSSL
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g - B
8 Setup - OpenSSL (32-bit) o] e

Select Destination Location
Where should OpenssL (32-bit) be installed?

} Setup will install OpenssL {32-bit) into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

C:\OpensSsL Browse...

At least 126.6 MB of free disk space is required.

[ < Back IE Mext = ] [ Cancel l

N

LA 5E 5% C:\OpenSSL\bin H 3% ) openssl.cfg iy % 4 openssl.cnf

2. ERARSSRER A

A ATHEN C:\OpenSSL\bin, A RGIEPAE . P2 BIALH LR RT LS server.key X fid] B
(Y i 42 B 18 P BRAT T 4 =ML 44 5 st AT A 44

cd c:\OpenSSL\bin

FRENGALE

set OPENSSL_CONF=openssl.cnf

2%

openssl genrsa -out server.key 2048

R

openssl genrsa -out D:\testweb.95105813.cn.key 2048
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E EES: C\Windows\system32\cmd.exe

Microsoft Windous [HF" 6.1.76811
H : F[_ﬁ {c)» 2082 Microsoft Corporation.

C:sllzsers~Administrator>cd c:~0penSSLibin
c=“0penSSLibintset OPENSSL_CONF=openssl.cnf

c:=0pen3SL~bhin>openss]l genrsa —out D:istestwebh.?5185813.cn.key 2848
Loading *screen’ into random state — done

Generating RSA private key, 20848 bhit long modulus

3. XARFEFIERIBERK (CSR) X

5%
openssl req -new -key server.key -out certreq.csr
i«

openssl req -new -key D:\testweb.95105813.cn.key -out D:\certreq.csr

I LA N R IS S R B I A
set OPENSSL_CONF=openssl.cnf

c :“Open3SLahin?openss]l req —new —key D:itestweb.951085813.cn.key —out D:i‘certreg.
Cs

WARNING: can’t open config file: rusr-slocalrsszlsopenssl.cnf

Unable to load config info from ~susr~-localrsssl openssl.cnf

c = “Open3SLahin

PAT B s EAM AN SR G R . IHE U
1.Country Name:

G PTEE S 150 b5, Wi E Dy N, SEEDY Us
2.State or Province Name:

BUE AL AE /B IA X/ BT, W) K448 Guangdong

3.Locality Name:

Hodik: MR R 448 SRR S 23 B iR 510030
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SFUE AL/ B /X, il 7 57 Foshan
4.0rganization Name:

S AL /WU /Al VR B A4 B, Bz I ACRE S 6y A R 2 W B Global Digital
Cybersecurity Authority Co., Ltd.

5.0rganizational Unit Name:

AT TR, GER S L Technical support

6.Common Name:

B4, W: testweb.95105813.cn. £ MEALKS, EEIH4
7.Email Address:

S, AN, % e Rk

8.'extra’attributes

WA ETFRROHOR T BEHUS , e A 128 i & 4T S

FB Wi B A~
Country Name ISO [E ZAS (BIALFFF) | CN
State or Province Name P EE Guangdong
Locality Name B e 3 T Guangzhou
Organization Name NCIEY S Digital Cybersecurity Authority Co., Ltd.
Common Name FHEIE P ) 4 4 www.trustauth.cn
Email Address AT ERA
A challenge password AT EHN
Anoptionalcompany name | A~ 75 B A
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@ BES: C\Windows\systern32\cmd.exe |EI|E
NUsers™Administrator?>
NUsers*Administrator>
Ssers Adninistrator>
tsllserssAdninistrator>openss]l req —new —key E:istestweb.key —out E:certreg.csr
¥You are about to bhe asked to enter information that will be incorporated
into your certificate request.
IWhat you are about to enter is what iz called a Distinguizhed Mame or a DM.
There are guite a few fields but you can leave some blank
For some fields there will he a default value.
If you enter '.’,. the field will be left hlank.

ountry Mame (2 letter code> [1:CH
State or Province Name <(full name> [1: F‘, E;
Locality Hame <eg, city> [1: 131#‘|J_||:F|
Organization Mame (eg. companyl
Organizational Unit Mame <eqg,. section
ommon Mame <eqg,. wyour websites domain name> L[1: te“tueh gdca.com.cn
Email Address [1:

Please enter the following ‘extra’ attributes
to he sent with your certificate request
A challenge password [1:

sers™Mdmninistrator>,

FR2E 1. 6. 7. 8 Ti4h, 2-5 GRS IES P Tl F I HS . FHRIEEER
T WA FIEIR A 2] GDCA N A —F BAMARIE SSLIEFIIZE K

4. RIZIEHIF

HEARAEIE T FAEH S testweb.95105813.cn.key, fi i & il — 1 LA Bl A< 2 AS [&] (R ) 3R ER
5 E (AR END, BiikER. FERBUEIE R ST certreq.csr $#235 45 GDCA.

= BREMEPEBS CAIEBEER

1. FREURFFEPAIMRIUEP F0 CA IEH

HR 55 FRAE A5 T 222 BARAUE AT CA UEAS, LARA ORAEF57E 30 Y a8 A e 1k A PRI 5 303k
B
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1.1 MR IREX

TEESE R H S GDCA BR %5 SE B ITFEIG, GDCA K278 IR [A1 45 165 (MR 2 o B AR AE
GDCA_TrustAUTH R5 ROOT.cer FIAHN ) CA UET:, B & & A HIGIE T S lRsE . o
A HE ()2 815(0V) SSL iEF5 (Organization Validation SSL Certificate), CA ilF-P 3 w2
GDCA_TrustAUTH_R4_OV_SSL_CA.cer; 1R % HZ1EE M EV SSL iiE+: (Extended
Validation SSL Certificate), CA UE-5gt2 15t 2 GDCA_TrustAUTH_R4_EV_SSL_CA.cer,
RN BTSCEI B SO R I TR CA R G BT B MBAA M SO R4 ik, B
A 3 TRIETS, TEFRIABTUSCRRIE S0 R I T 2 CA E L)

B B0 TG EEEO0) EEN) EHEH) 9
BuUPLUbWdO K 4T &
- HEm EEE == i =3 =i =2 2= Fr BEEEET
m 3 E www.huizhou.gov.cn(1).rar\www.huizhou.gov.cn - RAR 25324, BBE7U NG 6,188 =75
=% = b EEEAN £ T CRC32
i
S/ GDCA TrustAUTH R4 EV 551 CA.cer EPQ}’Z"LE:F; 2,090 1576 Z=£urH 2016/10/18 1. 5B479850
5/ GDCA TrustAUTH RS ROOT.cer ﬁ‘ :FE 2,012 1,488 Z=£urH 2016/10/18 1... FB476090
Slwww.huizhou.gov.cn.cer X \-LE 2,086 1473 £=2iFH 2016/10/18 1... FBCD26...
BPiE

M GDCA E sztﬁﬂﬁtﬁ%ﬂl CA ﬁjl%}:ﬁﬁ%%?ﬁ%ﬁk Base64 Zw itk i, ﬁDT B -

i [
FHREE [EhEE SR
: A AT R AR ST -
Zre
0 == & B BEE AN
| Jﬁi ¥3 H ) DER $SEB it X. 509 CER) )
RIS sl 3h A declin Bebl 5 BazeBd 47D X.509 ( CER) 5)
s -
%gizéﬁﬁ iiixm -:nu’ﬁ:‘ﬁ%iéuzﬁ;ﬁ_ G Pkrs‘#r HEHS ( PTE) (c?
|| s GICA TrustAUTH ES RODT, INRATGE, MEREEEBRERAIREIES 4
DﬁﬁgﬁM 2014511 §26F 17:52:00 TAIERAE - FECS #12 (FFX) ()
| LG ANFI2PAE 000, b MRERE MEHRRREEEARSEED 0
MRS, WAL )
SEHETREL ®
£ FEHLIERTE (5510 @)
TRIER AR S /
EE T
IESpE— R | (B O e e [ P
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B 4 i Base6d Zmtd A% 5, M 2T IF, W LLE 3 S A % 2 DL ---—--BEGIN
CERTIFICATE-———Jf 3k, --—-- END CERTIFICATE-----&5 F& . LAEIAE 77 20K CA E 15t 3% ¥t i, Base64
Y S

6nowDQYJKoZThvcNAQELBQAWY JELMAKGALIUE
BhMCQ04xMjAWBgNVBAOMKUdVQUOHIERPTkcgQOVSVELIGSUNBVEUgQVVUSESSSVRE
IENPLixMVEQuUMRBWHQYDVQQDDBZHRENBIFRydXNOQVVUSCBSNSBSTOSUMB4XDTED
MTEyNJAIMTMxNVOoXDTQWMTIzMTEINTk1OVowY JELMAKGAIUEBhMCQO4xMjAWBgNV
BAOMKUdVQUSHIERPTkcgQOVSVELIGSUNBVEUgQVVUSE9SSVREZTIENPLI xMVEQuUME 8w
HQYDVQQODDBZHRENBIFRydXNOQVVUSCBSNSBSTO9UMIICI jANBgkghkiGSwOBAQEF
AROCAgGBAMIICCgKCAGEAZaMW8MhOdHeb7zMNOWZ+VEy1YIS2hhJIJCEVIMPoiCTXT]
Dp6L3TQsALFRWXxnOWVSEyIFrsOywbehGXTjGogcuEVebghWinI9tsJ1lKCvLriXRBj
TnnEtlu9%012x8kECK62p0gPseQrsXzr]/et+tAPKOOmxqriCZ7VgKChh/rNYmDf1+u
KU49tm7srsHwJbuud/Ts765/94Y%cnrrpftZTgfrl1 YwiOXnhL.Qi PzLyRuEH3FME ]
gqcOtmkVEs TLXLM3GKeJQEKOScy4KOFxg21fZ fmi JgwTTQJ9CyOWmYgsBebnh52nUpm
MUHfE/vFBuBbtn4aRjb372GM74zkYI+dndRTVdAVeSN72+ahsmUPI2JgaQxXABZG12
ZUuGR224HWGGALrITuL4xwp9ET7PLORSG62xDtwSmyS1wnNR3I0OYWPO7ng/Wi64Ht1oP
zgsMR6f1Pri9fcebNaBhl zpBdRIMK5Z3KpThHtmVdiBnaM8Nvd,/WHwlgmulMc3Gk
L30SgLdTMEZeS1SZD2fJpcjyIMGCTJOR38IC+x070e0gmulZJIQDSri3nDxGGeC
jJGHeuLzRL5z7D9ArTRt2ueQ5VEij40oR24qgoAATILnsn8 JulwwoC8NIVKe jveSswoh
HOBUlwbgsQfZxw9cZX08bV1X5021jelAU58VS6Bx%hoh49pwBiFYFIeFd3mggnkC
AWEARaNCMEAWHQYDVROOBBYEFOLJQJ9NzuiaoXzPDj91xSmIahl RMASGALIUJEWEB
/WQFMAMBAf SwDgYDVROPAQH/BAQDAGGGMAOGCSgGSIb3DQEBCWUARATCAQDRSVEG
p8xoWLOBDysZzY2wYUWsEel jUGN4H3++Fo/9neslLgjJHALInJO29f DMyl yrHEY Zm
DRA9FBUb1OvIOHS5r2XpdptxolpAqzkTSfNgyL7FeoPueBihhXOYVOGkLHEVSTX4 /5
COmSdI31R9Kr0O9b7eGZONN356ZLpBN79SWP8bfsUcZNnLOdKt Tn/HipzcEYwvlry
L3ml14YOM2 fmyYzeMNZWFcGpcWwlyual JPLHA+PwyvzeGoLuOmCd+uh8W4XAR8gPLE
JWIyJyYYMoSf/whAGETqaTfRPuUBRwIrHKKS5DOKcFwIC+df/KQHtZa37dG/0aG+svyg
IHZbugbhL9XzeYgWxi+7egmaKT jowHz+Ay60nugxel 9CxVsp3cbKldaFQqUBDFEIo
2cY95i11vIYI9RCPghAzekYu9wogR1R+ak8x8YF+OnQ47ZXMn7sZ28ul /XpTrXmKGcjBBV
09tL7ECQB8s1uv9JdiDnxXk7Gnbc2dg7sg5+W203FYrf3RRbxakeSTFW/TRQL11brgQ
XR4EzzffHghmsYzmIGrv/EhOdJhCrylvimrH+33RZJEiIzIYAfmaDDELOVTSSwxrrg
T8p+ck0LcIymSLumoRTZ2+1hEmRSugguTaaApJUglyyvdimYHFngVV3Eb7PVHhPOe

1 30WwH3b08hpcvlg==
————END CERTIFICATE————

2. crt ARIARSSZFIERF CA IEH %

F8 1.3 B GDCA IR [71 45 78 1 Al 2% 28 UF P U testweb.95105813.cn.cer th54 4 4 Base64

Gt 0, FRORAEN crt #5030, U testweb.95105813.cn.crt.

(B testrchb 05105813 cn BHE
B |zme | mmEs | e

Itestweb.95105813. on

"
MEEEL TR (ert)
THAR: | NEIET R B . |
fuE: C:'Apache?, 2 conf

S NSCACTRY, 14 CA TE BRI A SIS0 1 B, %3 17 9 gdca-cert-chain.crt.
S ST AR CA G h-HE P

8
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Mok UM AR K R 448 SRR S 23 #5 HiB%E: 510030
HLif: 8620—83487228 fEH: 8620—83486610 &/ AR%

B tectyel 95105813, on critd (5] gdea—cert-chein. crt E3

o W O

o

N ST SR VI OV X

(s}

L L
I X

Lo
@ oin

F S R SR R
L P e e e R

BhMCO04x N AwEgNVEBLOMEUAVOUSHIERF Tho gQOVIVE LGITNEVE TgUW VIS ESISVEREE
IENPLixMVEQUMRSwHQYDVQQDDE ZHRENE IF Ryd ZNOQVVISCESNSES TOSUMEY XD TED
MTEyN]ASHDUYNVoXD THwMTIzMDEZ MDAwMF owe DELMAKGALIUEEhMC Q0 4x M3 AwBolV
BAoMEUAVOUSHIERP ThegQOVSVE LGS UNEVE UgQVVISESSSVREIENPL i x MVEQUNT Ty
My ¥DVOODDCxHRENEIF RydXNOOVV IS CESNCEF e HR 1bmR 1 ZCEWY Wxp ZGF 0aWSuIFNT
TCEDQTCCASIwDQYVIKoZ IThveNAQEREQADGEP ADCCAQOCygEBANCc Al Humgr2b iKZI0
adfbhkeXyOrulorQZx?ToCYOVg?kUDy4nPdiTEE1k/ xkIJJuwlex zJ O CuMzr 15
J17LviwQIWerDESSOKIREVoPSZ KkVEL igD Tnemp JUZZEvio6gF /NCSmaYehbOsoH
TAOSYE58qA0gsMpDgIfs/ Az YEAVIEBmTTh4x 1 BOXmGUp J Yw3NIAtEznScaukSmyi
NzMHyul9iDbgaGTelgSoFdSauREnb ikl Exvgkdos jgSvs Q2 vemlchh GgfUSQGAY/ +
o/ wopilGvineL+pTh7hbgTUax I9H1mr £hESScNE+cEFESKKT7E/OPpXEd4 1IRHHWTLKE
E9ieC4ECAVE ALaOC AXSwygF YNIGFEygr BgEFBQeBAORSMHe wOg Y IKwYEEQUHMAKG
Mroh0dHAGL Y933 cuZZRITI5 b2 V2 4v V2 VydCOHRENBEZ 1 Ryd ENOCVVISFOSNVO S
TOSULmRlejAxBggr BgEFBQowAYY laHROcDovL3d3 dySnZGNhLrlwh35ibioUonVe
AEFVVEcwheNzc D AdBgVH4 EF o Uer g3 wUvv 6 ToMEGP 9t s 2G040 EwDwYDWVROT
AQH/BAUVAWER/ z Af BgNVHSMEGDANGBTiyICETePomgFEzwd/ ZeUp 1G5
HSAEQTA/MDOGC igBHIbvLWEBBYEWL 2 At Bygr ByEFEQeCARThaHROCcDovL3d3dySn
EGHNhLMwhS5ibi9jcHIwEX T Y3 B e MEYG A1 UdHw,/ MDOwOA ASoDeGHNThOdHABL Y93
d3cuZZRITE5ib20uY2 4w Y3 IsLOdEQOFfVHI 1e3REVVRIZIT1E1JIPTI0uY3 JsNA4G
A1UdDWEE/ wQEAWIBL ) ANEgkahkiGowlEAQSF AAOCAGEAT+QTFR10ac 6P 1 X KinSsL
gIACEvkyhRELAI+0TnD TONNMiapntmZeuSLHhbZElovetddz 10MME 1Ty U+ke JIHY
mlM3opIt3 InTWELIJohyDEZYD+doed s H7gLop0N1 IbhDVraZPVCNRTVN 70 TEvedSoE3
ESEisBETAEV/MPoltFUEDWEZNVE JHItEGS0zOMEI+sF9EKO0QuwzEEBhx 3wG1WpeMdy
Hpu7z7xdZd¥hONTE Iub+iPh4vVHshELEohe JEEyEpWEYVr +LEdEOmdaZzS3ku/Vim
EQyDENrHEUmZ hH/ XhC 6 IINMAS/ 0eWS9d/ yvic/ THiCh ImgHkDXENe Ze K2 HPBEE] 39
oMGOgS/ KNTE3 v Tpivi IXI tNnD+nrle348 oy Z/ X2 qyGGh?FHENC LC2ZDE S/ ipmHh
4CTt/ dxAZODHS 2/ rwhGVe iR3 2AZalbZ1e IS+AhTVmewIreJC1kI6gU2ZdeUCkios)
1VETI I yr TxpE7aE1 kI pdnl 7E£cBnlls JEnzV 6 HSTETCNEZ TESxD i DarUnlS 67k IE
XAYOnEc/ MY¥oispheYRKsSVCiKV1D1Dehl/ gGoQs0nCwsx ) 7gUTewWgONs h/ HP/ +2
WEEh?T1e5¥fh S5 zVLOGEE AonTosc0Bal KHxVR+1vVEn/ v GYpEd 4t A4+7vRe3 Gl
h1VRECZENVECWTAOBCSZGxM=

_____ BEGIN CERTIFICATE----- (_,."
MIIFiDCCL3CgAwIBAyI IE i/ vBHEnowD QYKo Z IhveMAQELBQAWYIELMAKGLLTE

EhMCO04x M) AwEgNVE Lo HEUAVQUSHIERP ThegQOWVSVE LGS UNEVE UgOVVUSESSSVERE
IENPLixMVEQuUMRSwHOYDVQODDE ZHRENE IF Ryd ENO GV IS CESNSES TOSUME4XDTED
HTEYN ) AINTHxNVoXD TQwHTIeMTE INTk1OVow T JELMAKGALAIUEERMC Q04 x M ) AwEBgllvV
BLoNEUAdVQUSHIERP ThegQOVEVE LGEUNEVE UgOVVUSESSSVREIIENPL 1K MVEQUNRS
HOYDVOQDDEZHRENE IF RydXN0OVVUSCESNIES TOSTNIIC I ANEgkahki GO wOBLQEF
ALOCAgSANTTICCORC AgE A2 aMTEMhOdHeh 7 e MNOwE+VEy1 T 192 hhJCfVEmPoiC7HET ]

_CA

fRAE

ik

-+
IJ

RERSANES

FTIT apache 3 H 5% F conf H 3% httpd.conf S04, U

vi /usr/local/apache/conf/httpd.conf

B LA W I R -

# LoadModule ssl_module modules/mod_ssl.so

#Include conf/extra/httpd-ssl.conf

TRAFIRH

a. FIJT Apache2.2/conf/extra/ H 3% | ) httpd-ssl.conf S04, %
"ServerName www.example.com:443” 2§ il 14 i) AL 4,

b. NN SSL WM SRR ), R AN A I P O IN 35 B
SSLProtocol all -SSLv2 -SSLv3

cBHnE &N

SSLCipherSuite AESGCM:ALL:!DH:!IEXPORT:IRC4:+HIGH:IMEDIUM:ILOW:!aNULL:!eNULL

9
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d. R 240~ =/~ i SSLCertificateFile. SSLCertificateKeyFile Fl SSLCertificateChainFile iX =
MECE T, K testweb.95105813.cn.crt £ tetweb.95105813.cn.key A ilF F5%8% gdca-cert-chain.crt
S EAERZH S (X B /& /usr/local/apache/conf) T :

# require an ECC certificate which can also be conficured in
# parallel.
33LCertificateFile "jusr/local/apache/cont/testweb. 95105513, cn.crt’”
#35LCertificateFile "susr/local/apache/cont ryer—doaere’
#35LCertificateFile " usr/local/apache/conf/server-ecc.crt”

Server Private Eey:

If the key is not combined with the certificate, use this
directive to point at the key file. EKeep in mind that if

you'we both a B34 and a D34 private key you can conficqure

both in parallel (to also allow the use of D34 ciphers, etc.)

# ECC kevs, when in uge, can also be configired 1n parallel
S5lCertificateKeyFile "/fusr/local fapache /confl/testweb. 951055813, cn. key™
#o5LlertificateleyFile "/usr/local fapache/confifeerver—dsakey'™
#33LCertificatekeyFile "/usr/local fapache/conf/server-ecc.key”

G G CH: e e

# Jerwver Certificate Chain:

# Point 55LCertificarteChainFile at a file containing the

# concatenation of PEM encoded CA certificates which form the
# certificate chain for the server certificate. Alternativelsy
# the referenced file can be the same as 33LCertificateFile

# when the C4 certificates are directly appended to the server
# certificate for convenience.
G5LCertificateChainFile "/usr/local fapache/cont gdca—cert—chainlcrt”

# Certificate huthority (Ch):
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