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1. 2% OpenssL T A

15 7 ZA% ] Openssl T HRAIEEIEF1E K. % OpenSSL:
http://slproweb.com/products/Win320penSSL.html 2% OpenSSL % C:\OpenSSL

g = B
8 Setup - OpenSSL (32-bit) [E=REE

Select Destination Location
Where should Opens5L (32-bit) be installed?

l Setup will install OpenssL (32-bit) into the following folder,

To continue, dick Next. If you would like to select a different folder, dick Browse,

C:\OpenssL Browse...

Atleast 126.6 MB of free disk space is reguired.

[ < Back l[ Next = ]l Cancel ]

2R 58 Ja B C:\OpenSSL\bin H 3% T openssl.cfg iy 4y openssl.cnf

2. ERRSAEBRH

A ATHEN C:\OpenSSL\bin, “ERGEFFAEH. F=2E IRV ST BLAE server.key XA ]
SR iy 44 B P AN TR 48 P AL 42 07 G AT i 44

cd c:\OpenSSL\bin

FW B E

set OPENSSL_CONF=openssl.cnf

Sk,

openssl genrsa -out server.key 2048

il

openssl genrsa -out D:\testweb.95105813.cn.key 2048
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el EES: C\Windows\system32\cmd.exe

Microsoft Windouws [H 6.1.76011
g (c)> 2009 Microsoft Corporation. ¥

C:ssersAdninistrator>cd c: 0OpenSSL bin
c -~ 0penS5Lsbin>zet OPEMSSL_COMF=opensszl.cnf
c:-“0penSSLsbinopenss]l genrsa —out D:istestweb.95105%813 .cn.key 2048

Loading ‘screen’ into random state — done
Generating RS5A private key, 2848 hit long modulus

c:=“0penS5Lyhin

3. RS F/IEHFR (CSR) X4

%,

openssl req -new -key server.key -out certreq.csr

(K

openssl req -new -key D:\testweb.95105813.cn.key -out D:\certreq.csr

WL, PR EIE LR BN R &
set OPENSSL_CONF=openssl.cnf
c=“OpenS5Lybhin?openss]l req —new —key D-otestweb.?5185813.cn.key —out D:icertreq.

cspr
WARNING: can’t open config file: susr-localrsssl-sopenssl.cnf

Unable to load config info from Ausr-localssslsopenssl.cnf

c 2 ~Open3SLabind

PAT BRI E s B NS A RS B . HE U -

1.Country Name:

SIS e FE 5K 150 ARdEALS, I E Dy N, SR Us

2.State or Province Name:

S BALTEME /HIRIX/EAE T, 1) KA B Guangdong

3.Locality Name:

FUESALPTE N T /8 /X, 40# 1 T 2K Foshan

4.0rganization Name:

WA AL/ LA /b SRR A RR, a2 AR i A IR 2 ®] 5 Global Digital
Cybersecurity Authority Co., Ltd.

5.0rganizational Unit Name:

H: 1R, WHAR LR EL Technical support

6.Common Name:

Fif: 8620—83487228 £ H.: 8620—83486610 % fikss (#4k): 951
 e——
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. 44, Ul: testweb.95105813.cn. FEZ NI, EF 4
7.Email Address:

T IR, AR, %R ERk

8./extra’attributes

ME BT EA R ZORS, % B B R ar @ T 5e

FB Ui BH il
Country Name 1SO E FAL (AL FAF) | CN
State or Province Name R 8 1 Guangdong
Locality Name FRTES T Guangzhou
Organization Name UNGIEZ S Digital Cybersecurity Authority Co., Ltd.
Common Name FRAEUE P 13k 44 www.trustauth.cn
Email Address RS TN
A challenge password NS PN
Anoptionalcompany name NS PN

B EES: C\Windows\system32\cmd.exe

\lzers Administrator?

“dministrator?

H “Administrator>
C:\sers™idministrator>openssl req —new —key E:“testueb.key —out E:“cewrtreqg.cspe
You are about to be asked to enter information that will be incorporated
into your certificate request.
Yhat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some hlank
For some fields there will be a default value.
1f you enter *.°', the field will bhe left hlank.

Country Mame <2 letter code?> [1:CH
State or Province Name (fulllname) [1

Organization Name (eg. company) [

Organizational Unit Mame <eg,. section H Far

Common Mame {eg, your websites domain name? [l:testweb.gdca.com.cn
Email Address [1:

Please enter the following ‘extra’ attributes
to be sent with your certificate request
A challenge password [1:

C:\Isers™idministrator>

BR5 1. 6. 7. 814N, 2-5 ME RESHES b i CIES . R EES
FIFTE N A EHE A F] GDCA TN A —E,  BARIE SSLE 25K o

4. RZIEFFER

TEARAAE B ALV SO testweb.95105813.cn.key, H i & Hill —47 LA b Bl A B AN ] (1) 4
H RJ: (WA END, BiibE%. FREIEF1E R UM certreq.csr #5245 GDCA.

23 ssl IEH
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1. REVEHAH:

FERE 58 L H 1 GDCA IS5 SR E S AUURAEf5 . GDCA K23 7E 1R [ml 25 R 1 HB A
Bff AR IET5 GDCA_TrustAUTH_R5_ROOT.cer FIAH N [ CA iE4, i B B & F HIHIE
T SES I IBAE a0 SR A8 G 12 %15 (0V) SSLIETS (Organization Validation SSL
Certificate), CA UL+ 345 /& GDCA_TrustAUTH_R4_OV_SSL_CA.cer; Wl RI&HiFE
[y E 15 Ak EV SSLAES (Extended Validation SSL Certificate), CA iiFit & SC1F
7 /& GDCA_TrustAUTH_R4_EV_SSL_CA.cer, 15 ffi A BT USC 2 I IE 1 SO AR 2 18 7R 221
CAIUEF. GERE: FrRZEMBAE I SO RSt Bia 3 5KUET, &AL
B BJUE A5 ST 2 J 75 2 CA TEFR ST

MR @0 IRE WES=0) BEHN)  EEH
FAW Mo @ 1Yw O
Em EEE == i =3 =i =2 2= Fr BEEEET

m E www.huizhou.gov.cn(1).rar\www.huizhou.gov.cn - RAR 25324, BBE7U NG 6,188 =75

=

E= Foh EEEA R EREE CRC32
5/ GDCA TrustAUTH R4 EV SSL_CA.cer EP%&'LE:FJ 2,090 1576 ZEubH 2016/10/18 1. 58479850
[S]GDCA TrustAUTH RS ROOT.cer ﬁ‘LE:FJ 2,012 1488 b 2016/10/18 1... F8476090

Slwww.huizhou.gov.cn.cer 2,086 1473 £=2iFH 2016/10/18 1... FBCD26...

R

2. ENIFBEAHA

WHZEFANCEAFEREL, MARYE 2 7 HAD F5 by 22 B0 SE 5 440K, a5 s e 4 H
WA 2R, 3854 _ssl_RASFIRRUE 5 _Jk 44 A, 40 login_ssl_v3 F parent_login_v3,
Improt Type % “certificate”, $&£%I| testweb.95105813.cn.crt A 4H,EFE“Improt”

ik )T 4R R 448 SR oK B 23 BT - 510030Hi1t
HLi%: 8620—83487228 {4 H: 8620—83486610 % /' k%% (W%



[] SN RIIZIRINBIRAS] GDCA {55 5® SSL AR 55 4% 1iE 45 ¥ & R 7l

s Olobal Digital Cybersecurity Authority Co., Ltd.

GDCA For F5 £ 51l

Local Traffic » 55L Certificates » Import S50 Cerfificates and Keys

S5L Certificate/Key Source

Import Type '_Caﬂﬂc:_ate_ E]

_ @ Create Mew ) Overwrite Existing
Certificate Name R

| BEEiEHER
S e @ Upload File 7 Paste Text
RN | Rikgarit

3. S NIEHHFAEH

Key SCAF AR csr AR G SO, IR 2 SN CAAAAE R,  WIARYE < 5 HAh F5 B
W INIE S ZFK, g WA 2t 5 UE-B AR E, #lan: iEH AN login_ssl_v3,
key M1 A PR S5IEF 2 AHFE], Improt Type i+ “key”, #X | testweb.95105813.cn.key FA%H,
EFE“Improt”

Local Traffic »» SSL Certificates »» Import S5L Certificates and Keys

S5L Certificate/Key Source

Import Type I_Eei B
Kev @ Create Mew ") Overwrite Existing

ey Mame i i . :

| BRI S ssLE R EirEE

o @ Upload File ) Paste Text

ey Source =

RS | Seikdgarit

4. B\ cA FHIEH

%% Local Traffic-) SSL Certificates 7£ SSL Certificate List 3 Ft1 s i A5 _E /A “Import”, ¥ &4
LI root_bundle.crt 1§ F“Certificate” 7 3\ .
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Local Traffic ¥ S5L Cerfificates » Import S5L Certificates and Keys

SSL Certificate/Key Source

I import Type | certificate v |

@' Create New O Owverwrite Existing

ca-bundle

® Upload Fie (O Paste Text

{G\serverica-bundle.cer

Certificate Name

Certificate Source

i
e
(£

SANINE, F5 BRI F ARET N Certificate Bundles

5. BLE RS FH/IEH

1% $“Local Traffic”-“Vitual Servers”-“Profiles”

HFE“Proflie” 1, “sSL” Ff1“Clent” 1 A\ “Client SSL Profile” % &

I R TR vk A E AW SSLAESS, AT EH i — > Client SSL Profile. #12R &
TEN— OAUET s f B IR SS 2E T, WAL TR A CAEER Profile, #EAT 2w B %
BeERI AT,

Local Traffic » Client S5L Profiles

Q? Overview Services - Persistence Protocol - S5L - Authentication = Other -
5 - Welcome
O Traffic Summary |‘ |[Search ]

O Performance

Pt el e e |IZ||‘ Narme = Parti.icmi: Parentprume|
1 Statistics | ..... |

i clientssl Comman (nonej

! Local Traffic Delete. .
g O Network Map
v..—tuﬂ|sewgr5 e R
i |:.|- Prg.ﬂle-;g“ .
oPek
o Nodes
I r.1.t.|r.|.'rtnr5 o
| Rate Shaping
SNATS e A
SSI_Certmcateg I,

Network

@ Interfaces, Routes, Seif IPs, Packet
F=—=1 Fiters, Spanning Tree, Trunks,

Mo AN —

TEHT R Profile 1, IEFE 4T Profile PIT{¥ A [IE+: (Certificate) . #A4H (key), LLKAE Chian
Ab, WEBSZUET N HMHKREKEIERE CZAr AR cAE) . )G, & “Update”
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1 Statistics

Local Traffic
e

= 1 N et'.-.forlk r.1al|.:| i
@ Fofies
7 Pooks
 Montors
| swate
Network

Filters, Spanning Tree, Trunks,
VLANs, ARP

System

Uzers, Conzole

1 Traffic Summary

O Performance

0 Virtual Servers [+]

General Properties

I Name

Parent Profile

| test s5L

clientzsl %

o Rules 4

O Nodes |

1 Rate Shaping |

551 Certificates +|

@ Interfaces, Routes, Self Pz, Packet

E! ':IB Licensing, Platform, High Availability,

Configuration: | ~dvanced | custom [
Certificate I [testcert ¥
Key [testeet ¥
Pazs Phrase | D
Confirm Pass Phrase ]

Chain | ca—bund[e_\fj

Trusted Certificate Authorities O
DEFAULT F7

Ciphers

Options il

Archives, Preferences, SNMP, Logs,

Cmmblmed Mmkimmn

|

EIFBRIIACE 5, 7 EAIE— 443 5 1) Virtual Server, 31 0%% LT Client SS Profile

Xt N A%k A ) SSLAE S .

6. YR SSLiEH

BRINI SSL 7 Inl it 145y 443, Qo FAd A HAhum 5,
https://yourdomain:port 175 XKV A 8 1k 2, B KB O B2 1 port.

MO, BRSTEEFHR &0

i ZLAE

BAn R 55 BAE B FAE S testweb.95105813.cn.key, R S5#iiE i S 4

testweb.95105813.cn.crt, B AJ 5E AR 55 25 E 5 A 20 81 .

Fi RFAEFHIKE

W

Hudike )M AR A 448 5 Rt KR 23 HEHEgE: 510030 [
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