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1. L% openssL TH

5 2% F Openssl L H RAIEUE 515K . T %k OpenSsL:
http://slproweb.com/products/Win320penSSL.html 2% OpenSSL % C:\OpenSSL

g = B
8 Setup - OpenSSL (32-bit) [E=REE

Select Destination Location
Where should Opens5L (32-bit) be installed?

‘ Setup will install OpenssL (32-bit) into the following folder,

To continue, dick Next. If you would like to select a different folder, dick Browse,

C:\OpenssL Browse...

Atleast 126.6 MB of free disk space is reguired.

[ < Back l[ Next = ]l Cancel ]

e

LA 565 C:\OpenSSL\bin H 3% T[] openssl.cfg H i % 9 openssl.cnf

2. 4R BEFEBFAH

A ATHEN C:\OpenSSL\bin, “ERGEFFAEH. F=2E IRV ST BLAE server.key XA ]
SR iy 44 B P AN TR 48 P AL 42 07 G AT i 44

cd c:\OpenSSL\bin

FW B E

set OPENSSL_CONF=openssl.cnf

2%

openssl genrsa -out server.key 2048

il

openssl genrsa -out D:\testweb.95105813.cn.key 2048
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el EES: C\Windows\system32\cmd.exe

Microsoft Windouws [H 6.1.76011
g (c)> 2009 Microsoft Corporation. ¥

C:ssersAdninistrator>cd c: 0OpenSSL bin
c -~ 0penS5Lsbin>zet OPEMSSL_COMF=opensszl.cnf
c:-“0penSSLsbinopenss]l genrsa —out D:istestweb.95105%813 .cn.key 2048

Loading ‘screen’ into random state — done
Generating RS5A private key, 2848 hit long modulus

c:=“0penS5Lyhin

3. EMBRFZFIERIFK (CSR) X

%,

openssl req -new -key server.key -out certreq.csr

(K

openssl req -new -key D:\testweb.95105813.cn.key -out D:\certreq.csr

WL PR IE e W E A AT &
set OPENSSL_CONF=openssl.cnf

c=“OpenS5Lybhin?openss]l req —new —key D-otestweb.?5185813.cn.key —out D:icertreq.
csp

WARNING: can’t open config file: susr-localrsssl-sopenssl.cnf

Unable to load config info from Ausr-localssslsopenssl.cnf

c 2 ~Open3SLabind

PAT BRI E s B NS A RS B . HE U -

1.Country Name:

SIS e FE 5K 150 ARdEALS, I E Dy N, SR Us

2.State or Province Name:

S BALTEME /HIRIX/EAE T, 1) KA B Guangdong

3.Locality Name:

FUESALPTE N T /8 /X, 40# 1 T 2K Foshan

4.0rganization Name:

WA AL/ LA /b SRR A RR, a2 AR i A IR 2 ®] 5 Global Digital
Cybersecurity Authority Co., Ltd.

5.0rganizational Unit Name:

H: 1R, WHAR LR EL Technical support

6.Common Name:

Fif: 8620—83487228 £ H.: 8620—83486610 % fikss (#4k): 951
 e——
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. 44, Ul: testweb.95105813.cn. FEZ NI, EF 4
7.Email Address:

T IR, AR, %R ERk

8./extra’attributes

MAE BT EA R 2R, % bl Bk HE ay @ AT 52 e

FB Vi BA ~
Country Name 1SO [H FACHS (FIAL 745 | CN
State or Province Name R 8 1 Guangdong
Locality Name FRTES T Guangzhou
Organization Name UNGIEZ S Digital Cybersecurity Authority Co., Ltd.
Common Name RS IE P Ak 4 www.trustauth.cn
Email Address AT EIAN
A challenge password NS PN
Anoptionalcompany name TN

B EES: C\Windows\system32\cmd.exe |EI|E|@
C:\UsersAdministrator>

C:\sersAdninistrator?

C:Nsers“Admninistrator?

C:\sers™idministrator>openssl req —new —key E:“testueb.key —out E:“cewrtreqg.cspe
You are about to be asked to enter information that will be incorporated

into your certificate request.

Yhat you are about to enter is what is called a Distinguished Name or a DN.
There are guite a few fields but you can leave some hlank

For some fields there will be a default value.

1f you enter *.°', the field will bhe left hlank.

Country Mame <2 letter code?> [1:CH

State or Province Name <full name

Locality Name (eg. cituy) []:'f_...

Organization Name (eg. company) [

rganizational Unit Mame <eg. sec E

Common Mame {eg, your websites domain name? [l:testweb.gdca.com.cn

Email Address [1:

m

Please enter the following ‘extra’ attributes
to be sent with your certificate request
A challenge password [1:

C:\Isers™idministrator>

BR5 1. 6. 7. 814N, 2-5 ME RESHES b i e CIES . R EES
FIFTE N ARG F] GDCA TN A —E,  BURIE SSLE 28K o

4. RIZIEHIF>

TBARAAE B ALV SO testweb.95105813.cn.key, H i & Hill —47 LA b Bl A B AN (1) 4
%t‘%ﬂ: (WA END, BiibE%. FREAIEF1E R LA certreq.csr $£5245 GDCA.
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= REssLiEH

Resin H AT HHT IR AL /& 4.0 (4.0.49), {#H] Java EE6, 1E Resin L #EFiIF
B, —AEMM T, BRI K Openssl 720, AU N Openss| #52
TR, 1M H Openssl XF TLS BISCRFE#F, watEm; Hah—H JSSE 7720,
AGHE E P, 1 H. ISSE6 1Y 7 FF TLS1.0

1. FREGEB 2248

FERS TE I HTE GDCA IG5 AR iE IR J5 . GDCA 2 7 IR 1] 25 a1 B -
Bt _EARE TS GDCA_TrustAUTH_RS5_ROOT.cer AR ] CA iE-13, 15 B B & & HHIE
P HEE HRFE . W R S £ 25 (0V) SSLIF+H (Organization Validation SSL
Certificate), CA ilF 530145l /& GDCA_TrustAUTH_R4_OV_SSL_CA.cer; U315 HiiE
{12815 Ak EV SSLIES (Extended Validation SSL Certificate), CA iiE it & SC1F
5L /& GDCA_TrustAUTH_R4_EV_SSL_CA.cer, i Afi P\ FITUSL 21 RO 3IE 15 SO 1 2 65 75 B2 11
CAIEP . (EE: FrRBMCFN SO R S0, BIA 3 ikiE+, EiilRTiL

B PRJUE A5 ST 2 15 75 ) CA UEFS ST

ZHE BSO 18 ERQ EAN =HH)
AW Ly WeD R tYe 9
A BEE WX BB M S pS &2 | DEes e &Y SEERS

m E www.huizhou.gov.cn(1).rar\www.huizhou.gov.cn - RAR 25324, BBE7U NG 6,188 =75

= : Jobh  EEEAh =R iEEETE CRC32
priles

:ﬁ]GDCA TrustAUTH R4 EV S5L_CA.cer q:'éE'LE:FJ 2,090 1576 == 2016/10/18 1... 58479850

E‘;JGDCA TrustAUTH R5 ROOT.cer ﬁ'LE:FJ 2,012 1,488 =P 2016/10/18 1... FB476090

Slwww.huizhou.gov.cn.cer 2,086 1473 £=2iFH 2016/10/18 1... FBCD26...

AR

2. Opessl IR, &% ssl iEB

FTFF Resin.xml, 30 T fc & -
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<resin xmlns="http://caucho.com/ns/resin">
<cluster id="http-tier">

<server id="a" address="192.168.1.12">
<http port="443">
<openssl>
<certificate-file>keys/server.crt</certificate-file>
<certificate-key-file>keys/server.key</certificate-key-file>
<password>my-password</password>
<certificate-chain-file>keys/chain.crt</certificate-chain-file>
<cipher-suite>ALL:!ADH:+HIGH:+MEDIUM:INULL:!DH:!RC4:!DES" </cipher-suite>
<protocol>tlsv1 tls1.1 tls1.2</protocol>
</openss|>
</http>
</server>

</resin>

iﬁEﬁ:
<certificate-file>: AR5 #%1E 15 314
<certificate-key-file>: R 45 #HiE 15 I FAEH SO o
<password>: 55 & UEF A SO B Y, G SRR FAVH U A %S, T RLZAT U0 openssl
i
openssl rsa -in server.key -des -out serverpass.key -passout pass:123456
<certificate-chain-file>: H [AJ{E 45 304
<cipher-suite>: % &% 2 .
<protocol>: MM ULE, —M HATHF TLS 1, TLS 1.1, TLS 1.2 Ppills

3. JSSE 2 AL B AR S5EHIEH

FTIF resinxml, HEHILL T 244
<resin xmlns="http://caucho.com/ns/resin">
<cluster id="">
<server-default>
<http port="443">
<jsse-ssl>
<key-store-type>jks</key-store-type>
<key-store-file>keys/server.keystore</key-store-file>
<password>changeit</password>
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<protocol>-sslv3</protocol>
</jsse-ssl>
</http>
</server-default>

</cluster>
</resin>

Ui B :
<key-store-type>: iE Keystore UM, 1X B — M #S5N jkso
<key-store-file>: JKS L4 .
<password>: JKS AR,
<protocol>: SCHFFIIHR. Wk SSLiE+5

4. WA RRER

BRVNH SSL V7 ) 3 1145y 443, 4 A8 ) ot 115, 0 A4 5 24k
https://yourdomain (177 2R 15 Al 85 )3t £, B KBS ZEHF IO BLIF) port.s

v RFBIMEBRIFH

B IR S5 2o E B AL ST testweb.95105813.cn.key, RS #eiiF 5304
testweb.95105813.cn.crt, B AJ S8Rl AR 55 25 UE 15 10 240 1 .

. BRBFFEBHKRE

ZMPBR = 2RSS A UE RIA] 58 I 2 R AT

B
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